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“Successful trader” from
Dubai Ruslan Khayrullin
stole millions through the
IVfun token and hid behind
the Invest Zone brand
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“Successful trader” from Dubai Ruslan Khayrullin stole millions through the IVfun token and hid behind the
Invest Zone brand

Ruslan Khairullin, who promoted himself on social media as a
«successful trader» and the creator of the Invest Zone project, has over
a few years become one of the most striking examples of how a pseudo-
expert in cryptocurrencies transforms into the organizer of a financial
pyramid scheme.

His «investment community» turned out to be a scheme with fictitious tokens,
imaginary profits, and deceived subscribers, where the earnings went not to the
participants, but to Khairullin himself.

Khairullin’s story is a typical example of a modern-day «crypto evangelist.» His
YouTube channel and Telegram community Invest Zone emerged around 2021,
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during the peak of the cryptocurrency hype. He called himself a trader with «five
years of experience,» posted videos about «surefire earning strategies,» invited
«experts» to live streams, and assured everyone: anyone can get rich if they trust
the «right mentor.»

The best advertisement was his biography, painfully reminiscent of the Bolshevik
slogan - «he who was nothing will become everything»: a former vocational
school student and security guard managed to become a millionaire and move to
Dubai, where he throws money around and lives a lavish lifestyle. At least, that’s
what Khairullin claims.
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At first, everything seemed harmless — reviews of exchanges, tips for beginners,
predictions on Bitcoin and Ethereum. But soon, a closed ecosystem of paid
channels, «VIP groups,» and the IVfun token, supposedly designed for
«gamification of investments,» was built around his content. However, not
everything was so innocent - among the most notorious projects Khairullin
promoted was the well-known pyramid scheme Finiko, which Ruslan supported
until the very end. This pyramid was far from the only one - the Scamshot
channel counted several dozen of them.
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Nevertheless, traders quickly realized that behind the fancy words was a
primitive money-attracting scheme — from paid signals to investments in
pseudo-crypto. But for thousands of subscribers accustomed to seeing him as an
advanced «guru,» the signals seemed like a direct path to success.

Ghost Cryptocurrency

In reality, Invest Zone operated as a typical affiliate pyramid. Every post featured
referral links to crypto exchanges, particularly BingX — users opened accounts
and topped up deposits through these links. The organizer received a commission
for each registration.

At the same time, subscribers were offered to pay for access to a «closed
community» via a Telegram bot that accepted payments in cryptocurrency. This
created a stream of real money — no transaction was confirmed, but participants
saw impressive screenshots of «profits» and promises of growing investments.

The culmination of the scam was the launch of his own token — IVfun (Invest
Zone). According to Khairullin, it was supposed to be the «digital asset of the
future,» uniting traders, investors, and fans.
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The token did appear on aggregators like CoinMarketCap and CoinGecko, had a

contract on Ethereum and Tron, and even had minimal trading volume. But the

liquidity was zero: you could buy the token, but selling it was nearly

impossible. Those who believed in the project essentially exchanged real money
for nothing.
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YutauTe no TeMi: 3MiHa Anciokauii: adepucTun BioKpuaM HOBY soKauito B BisHec-
LeHTpi Ha CTapoKUIBCbKIN

IVfun turned out to be a classic «marketing token» with no real economy. The
token contract exists, but there are only a handful of major holders. All of them
are connected through transactions leading to anonymous wallets and small DEX
pools.

On-chain activity analysis shows that the main token issuance (mint) immediately
went to several addresses, after which it was split into dozens of smaller wallets.
Trading was purely formal — a few random buys and sells to simulate a market.

A similar model has been seen in dozens of other « influencer» crypto projects: a
token is created in an hour, gets listed on second-rate aggregators, and its
existence is then used to advertise a «personal crypto world.» Participants
believe in growth, while the creator earns referral income and crypto donations.

Khairullin operated in exactly the same way. While his token was officially quoted
on CoinGecko, the daily trading volume did not exceed a few dollars. This meant
that attempting to sell IVfun, even for a small amount, would instantly crash the

price. For holders, it was a dead-end trap.

Known IVfun token addresses are indeed registered on the Ethereum and Tron
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blockchains. Block explorers show mint operations and token distribution, but the
number of active wallets is minimal. The largest transactions lead to wallets
linked to centralized exchanges — this may indicate the withdrawal of funds
received from investors into fiat.

The scheme is simple: users buy the token or pay for «VIP access» with crypto,
the bot forwards the funds to one of Khairullin’s wallets, and from there, they are
moved to an exchange (Binance, MEXC, or BingX). There, the assets are
converted into stablecoins or fiat and withdrawn. This method allows hiding the
trail: formally, transactions are public, but identifying the wallet owner without a
request to the exchange is impossible.

Ruslan Khairullin’s story is not just an isolated case. It's a reflection of an entire
era of pseudo-expert crypto influencing. When exchanges pay bloggers to attract
clients, and those bloggers, in turn, turn their audience into a source of personal
income, deceiving them with promises of independence and wealth.

The Invest Zone project became a concentrated example of how, with beautiful
words about «blockchain» and «xnew economy,» one can create a pyramid
without violating any formal rules until the collapse. Formally — the token exists,
the exchange registration exists, the smart contract is open. In reality — zero
liquidity, vanished wallets, and thousands of deceived people.

The End of the Story

In Russia’s public registries, there is indeed a registered individual entrepreneur,
Ruslan Rafikovich Khairullin (Bashkortostan), who was engaged in «internet
marketing activities.» However, in the summer of 2025, the entrepreneur
liquidated his individual enterprise, effectively leaving all obligations to Invest
Zone participants without a legal address.

MM Xanpynnux Pycnad PadukoBu4

He peicTeyer © 14.07 2025

MHH 027714892030

QrPHKN 324028000093429 ot & man 2024

Craryc WM nperparin AeATeNLHOCTL B CBAGK ¢ NPUHATHEM WM COOTBETCTBYIOWEND pelueHuA (14.07.2025)
MecTononowerme Pecnybnuka bawsoprocTaH, 1. Yiha

Nata perdcTpauuu 8 man 2024

MpawpancTeo P&

Mon MY RCHOM

3]'IEKTDOHHEH noyTa MOEAXATE

Amid complaints online, expository videos and articles began to appear: people
wrote that they had invested thousands of dollars in the project, expecting a
return of 15-20% per month. Many transferred funds via a Telegram bot without
receiving any documents or receipts. After the closure of the individual
enterprise, all official contacts disappeared, and responses in the channel’s chat
were reduced to phrases like «the project is in rebranding» and «smart contract
update in progress.»
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Legally, the scheme was simple: money was received into personal crypto wallets
and internal referral balances on the exchange. Such transfers are not reflected in
banking systems, and proving fraud without direct access to on-chain data is
nearly impossible.

After a series of exposés, Khairullin disappeared from the public eye. The Invest
Zone channel continues to exist, but activity is minimal. The community survives
on old posts and random newcomers who haven’t yet been warned about past
schemes.

Ruslan now prefers to call himself a «marketer and token developer» rather than
a trader. But the essence remains the same: around his name, there are still
worthless tokens, fake partnerships, and phantom investors. Invest Zone is not
just a failed startup but a precise example of how, in the hands of a skilled
manipulator, the crypto market turns into a facade.
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The conclusion is simple: as long as there is no transparency, accountability, and
control over «influencer investments,» stories like Khairullin’s will keep repeating.

He built his empire on trust and greed. And as long as someone believes in the
«next Bitcoin,» such characters will always be nearby — with ready-made tokens,
referral links, and promises of easy money.

What Victims Should Do

Although in the current legal framework, it is nearly impossible to get any
reaction from law enforcement regarding scammers in the crypto world, giving up
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and forgiving the «rip-off» is still not worth it.

Lawyers advise starting with evidence collection: save correspondence, payment
screenshots, wallet addresses, and referral links. This data can be used for
appeals to law enforcement and requests to exchanges.

The next step is a collective statement. Proving damage in a crypto case
individually is difficult, but a group of victims can achieve a response faster.
Exchanges often block suspicious wallets if provided with transaction hashes and
a description of the fraudulent scheme.

The main thing is not to erase traces. Even a simple link or contract address can
become part of the evidence. It's no coincidence that Ruslan Khairullin stays in
Dubai and prefers not to leave its borders.
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